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Archway Programs, Inc. 

 

Policies and Procedures 
              

HIPAA                     HIPAA Compliance Policy 

              

Policy 
 
Archway Programs commits to compliance with the requirements of the Health 
Insurance Portability and Accountability Act of 1996 (HIPAA) as it applies to healthcare 
providers. As such it commits to establishing a uniform system to implement 
requirements throughout the agency. Protected Health Information (PHI) of clients and 
employees is covered by these policies and procedures. 
 
Compliance will be achieved in four mandated areas: 
 

 Electronic Health Transaction Standards 

 Unique Identifiers for Providers, Employers, Health Plans and Patients 

 Security of Health Information and Electronic Signature Standards 

 Privacy and Confidentiality 
 

ELECTRONIC HEALTH TRANSACTION STANDARDS 
 
The agency will implement specified electronic format standards when they are 
published to include a national provider identifier and the employer identifier which is the 
employer identification number assigned by the Internal Revenue Service in all 
instances where billing is done electronically. 
 
Further, the agency will adopt the Standard Code Sets to be used in all health 
transactions. In instances that are not covered by HIPAA regulations, the agency’s 
billing office will seek HIPAA Companion Guides from health plans and payors that we 
bill that specify coding and transaction requirements that are not specifically determined 
by HIPAA (for instance in cases of billing for services that were provided previously 
using local codes). 
 
 

UNIQUE IDENTIFIERS FOR PROVIDERS, EMPLOYERS,  
HEALTH PLANS AND PATIENTS 

 
Standard identification numbers will be implemented as specified for all billing and 
reporting transactions. 
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SECURITY OF HEALTH INFORMATION AND  
ELECTRONIC SIGNATURE STANDARDS 

 
The agency will provide a uniform level of protection of all health information that 
pertains to an individual regardless of whether it is electronic, computerized or paper.  
 
Electronic signatures ensure message integrity, user authentication and non-
repudiation. 
 
Policies and procedures are in place that safeguard physical storage, maintenance, 
transmission and access to individual health information.  
 

Electronic Information Systems Related Policies 
 
INFORMATION SYSTEMS ACCESS POLICY 
Only authorized users are granted access to information systems, and users are limited 
to specific defined, documented and approved applications and levels of access rights. 
Computer and communication system access control is to be achieved via user IDs that 
are unique to each individual user to provide individual accountability. [policy HIPAA-
MIS-l] 
 

PASSWORD POLICY 

To gain access to Archway Programs’ information systems, authorized users, as a 
means of authentication must supply individual user passwords. These passwords must 
conform to certain rules contained in this document. [policy HIPAA-MIS-ll] 
 
COMPUTER AND INFORMATION USAGE AGREEMENT 
 
Archway Programs considers maintaining the security and confidentiality of protected 
health information (PHI) a matter of its highest priority. All those granted access to this 
information must agree to the standards set forth in the Computer and Information 
Usage Agreement. All those who cannot agree to these terms will be denied access to 
protected health information (PHI) entrusted by our patients to our practice. Each 
person accessing Archway Programs data and resources holds a position of trust 
relative to this information and must recognize the responsibilities entrusted in 
preserving the security and confidentiality of this information. [policy HIPAA-MIS-lll] 
 
CONFIDENTIALITY AND NON-DISCLOSURE AGREEMENT 
 
Organizational information that may include, but is not limited to, financial, patient 
identifiable, employee identifiable, intellectual property, financially non-public, 
contractual, of a competitive advantage nature, and from any source or in any form (i.e. 
paper, magnetic or optical media, conversations, film, etc.), may be considered 
confidential. Information's confidentiality and integrity are to be preserved and its 
availability maintained. The value and sensitivity of information is protected by law and 
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by the strict policies of Archway Programs. The intent of these laws and policies is to 
assure that confidential information will remain confidential through its use, only as a 
necessity to accomplish Archway Programs' mission.  
 
As a condition to receiving a computer Logon Code and allowed access to a computer 
or system, and/or being granted authorization to access any form of confidential 
information identified above, each employee must agree to comply with specified terms 
and conditions that will ensure confidentiality and non-disclosure will be maintained. 
[policy HIPAA-MIS-lV] 
 
ELECTRONIC MAIL POLICY 
 
Electronic mail has become an integrated tool in Archway Programs' business 
processes. This policy applies to all usage of Archway Programs' electronic mail 
systems where the mail either originated from or is received into a Archway Programs' 
computer or network. It applies to all users including, but not limited to, employees, 
medical staff, contractors, students, and volunteers. [policy HIPAA-MIS-V] 
 
POLICY FOR FAX TRANSMITTAL OF PROTECTED HEALTH INFORMATION (PHI) 

It is the policy of Archway Programs to protect the facsimile transmittal of PHI and hold 
individuals responsible for following the proper procedure when PHI is sent via 
facsimile. Archway Programs protects the confidentiality and integrity of confidential 
medical information as required by law, professional ethics, and accreditation 
requirements. This policy defines the minimum guidelines and procedures that must be 
followed when transmitting patient information via facsimile. [policy HIPAA-MIS-Vl] 
 
POLICY FOR STORAGE OF PROTECTED HEALTH INFORMATION (PHI) 
 
Archway Programs has a duty to protect the confidentiality and integrity of confidential 
medical information as required by law, professional ethics, and accreditation 
requirements. This policy defines the guidelines and procedures that must be followed 
for the storage of PHI. All personnel must strictly observe the established standards 
relating to the storage of PHI. [policy HIPAA-MIS-VlI] 
 
POLICY FOR COPYING AND PRINTING PROTECTED HEALTH INFORMATION 
(PHI) 
 
All Archway Programs’ personnel must strictly observe established standards relating to 
the printing and copying of PHI. [policy HIPAA-MIS-VlII] 
 
POLICY FOR MEDICAL RECORD AND MEDICAL  MEDIA POLICY 
 
Archway Programs must ensure a single unit medical record is comprised of all 
appropriate medical data generated on each individual Archway Programs’ patient for 
continuity of patient care and legal purposes. Any copies made of medical records for 
convenience (Case Management Records/Shadow Records) or any other copies made 



4 of 11 

for a health care operation of Archway Programs must be tracked and secured just as if 
these copies were Archway Programs’ official medical record. [policy HIPAA-MIS-IX] 
 
POLICY FOR DISPOSAL OF PROTECTED HEALTH INFORMATION (PHI)] 
 
Archway Programs has a duty to protect the confidentiality and integrity of confidential 
medical information as required by law, professional ethics, and accreditation 
requirements. PHI may only be disposed of by means that assure that it will not be 
accidentally released to an outside party. Management must assure that appropriate 
means of disposal are reasonably available and operational. This policy is to define the 
guidelines and procedures that must be followed when disposing of information 
containing PHI. 
 

PRIVACY AND CONFIDENTIALITY 
 

Summary of Privacy Policies 
 
DATA CLASSIFICATION POLICY              
 
The Archway Programs' data classification system has been designed to support the 
need to know so that information will be protected from unauthorized disclosure, use, 
modification, and deletion. Consistent use of this data classification system will facilitate 
business activities and help keep the costs for information security to a minimum. 
Without the consistent use of this data classification system, Archway Programs unduly 
risks loss of customer relationships, loss of public confidence, internal operational 
disruption, excessive costs, and competitive disadvantage. [policy HIPAA-I] 
 
GENERAL POLICY ON USES AND DISCLOSURES OF PHI 
 
Archway Programs and employees may use and disclose PHI for Treatment, Payment 
and Health Care Operations (TPO) only if the patient has signed and executed a 
Consent for the Use and Disclosure of PHI form that grants Archway Programs and 
employees the right to use and disclose PHI to carry out TPO. (See addendum for 
example of HIPAA Consent form) However, this consent only allows Archway Programs 
and its employees to use and disclose the “Minimum Necessary” amount of information 
required to complete the desired task. 
 
Unless there is an emergency, Archway Programs should not treat a patient if the 
patient has not signed and executed the proper HIPAA consent form. [policy HIPAA-II] 
 
MINIMUM NECESSARY USES AND DISCLOSURES                     
 
Each Archway Program that has access to PHI must identify the minimum necessary 
information related and their uses of such information to provide the consumer/client 
services necessary. [policy HIPAA-III] 
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POLICY FOR USES AND DISCLOSURES OF PSYCHOTHERAPY NOTES                 
 
A patient does not have a right to inspect or obtain a copy of psychotherapy notes. A 
patient may not request a review of an originator’s denial of access to psychotherapy 
notes. However, a patient may be provided access to a summary of the psychiatric 
treatment. Archway Programs may not release psychotherapy notes, except in specific 
situations or as required by law. Psychotherapy notes (i.e., process notes) shall be 
maintained separately from the medical record. [policy HIPAA-IV] 
 
POLICY FOR DE-IDENTIFICATION OF PROTECTED HEALTH INFORMATION (PHI) 
 
Archway Programs has a duty to protect the confidentiality and integrity of PHI as 
required by law, professional ethics, and accreditation requirements. Whenever 
possible, de-identified PHI should be used. De-identified PHI is rendered anonymous 
when identifying characteristics are completely removed. PHI must be de-identified prior 
to disclosure to non-authorized users. This policy defines the guidelines and procedures 
that must be followed for the de-identification of PHI. [policy HIPAA-V] 
 

Consumer Access and Control 
 
POLICY FOR ACCESS AND DENIAL OF PATIENT REQUEST FOR PHI 
 
The access and denial process is managed by the office manager or custodian of the 
medical record. Patients have a right to inspect and receive a copy, at their expense, of 
the protected health information (PHI) in their designated record set. Exceptions to this 
include: psychotherapy notes, information compiled in anticipation of or use in a civil, 
criminal, or administration action or proceeding, and protected health information (PHI) 
subject to the Clinical Laboratory Improvements Amendments (CLIA) of 1988. [policy 
HIPAA-VI] 
 
POLICY FOR ACCOUNTING FOR DISCLOSURES   
In general, individuals shall have the right to receive an accounting of protected health 
information (PHI) disclosures made by Archway Programs in the six years prior to the 
request. Archway Programs is not required to account for any disclosures that occurred 
prior to the compliance date of April 14, 2003. Archway Programs must account for 
disclosures of PHI for occurrences other than Treatment, Payment or Health Care 
Operations (TPO). These require an authorization from either the patient or surrogate 
decision maker. However, referring physicians (physicians requesting consults or  
specialty procedures) will not require an authorization or accounting of disclosure of 
PHI.  Disclosures for law enforcement purposes or required by statutory law do not 
need an authorization. [policy HIPAA-VII]                 
 
 
 
 
CONFIDENTIALITY OF SUBSTANCE ABUSE TREATMENT PROGRAM RECORDS 
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All workforce members must strictly observe the following standards: Under the HIPAA 
privacy regulations, Substance Abuse Treatment Records are considered a unique 
subset of protected health information (PHI), which must be treated differently from 
other types of PHI. A Substance Abuse Treatment Record shall be confidential and be 
disclosed only for the purposes expressly authorized by the individual who is the subject 
of the Substance Abuse Treatment Record, except as provided in the Permitted 
Disclosures section of this policy.  [policy HIPAA-VIII]  
 
POLICY FOR REQUESTS FOR RESTRICTING USES AND DISCLOSURES AND 
CONFIDENTIAL COMMUNICATIONS  
Archway Programs must permit an individual to request that Archway Programs restrict: 
 

1. Uses and disclosures of PHI about the individual to carry out TPO. 
2. Permitted uses and disclosures as outlined in Uses and Disclosures of PHI 

for Facility Directories, and Permitted Use and Disclosure of PHI to Family 
and Friends – Individual Care and Notification Purposes. [policy HIPAA-IX] 

 
POLICY FOR REVOCATION OF CONSENT TO USE OR DISCLOSE PHI AND 
REVOCATION OF AUTHORIZATION TO RELEASE PHI                     
The purpose of this policy is to provide information for management and workforce 
members regarding revocation of patient's consents to use and disclose protected 
health information (PHI) and revocation of patient's authorizations to release protected 
health information. [policy HIPAA-X] 
                                                
POLICY FOR PATIENT RIGHT TO AMEND PROTECTED HEALTH INFORMATION 
(PHI)                  
Patients have a right to amend information collected and maintained about them in their 
designated record set provided that they meet established standards. [policy HIPAA-XI] 
 
 

Accountability: Staff Responsibilities and Sanctions 
 
POLICY FOR EDUCATION AND TRAINING OF WORKFORCE 
All Archway Programs management, workforce members, contract employees and 
volunteers are required to attend and complete all applicable education, training, and/or 
courses as defined and required by Archway Programs, HIPAA, licensing and 
regulatory agencies, and state and federal law. Additionally, all contract employees 
must show evidence of basic HIPAA orientation and education, which may be 
accomplished by documentation of attendance at educational offerings. [policy HIPAA-
XII] 
 
GENERAL POLICY REGARDING BUSINESS ASSOCIATES 
 
A business associate is a person or entity who provides certain functions, activities, or 
services for or to Archway Programs, involving the use and/or disclosure of PHI. A 
business associate is not an Archway Programs employee. 
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Archway Programs is not liable for privacy violations of its business associates and is 
not required to actively monitor or oversee the means by which its business associates 
carry out safeguards, or the extent to which the business associates abide by the 
requirements of the contract. However, Archway Programs is required to act if it 
becomes aware of a practice or pattern that constitutes a material breach of this policy. 
[policy HIPAA-XIII] 
 
POLICY FOR MITIGATION AFTER IMPROPER PHI USE OR DISCLOSURE                    
To the extent practicable, Archway Programs will mitigate any harmful effect that 
becomes known to Archway Programs as a result of a use or disclosure of PHI in 
violation of HIPAA or other state health privacy laws or Archway Programs policies and 
procedures. [HIPAA-XIV] 
 
POLICY FOR DISCIPLINE AND DISMISSAL      
All employees are expected to acquaint themselves with performance criteria for their 
particular job and with all rules, procedures, and standards of conduct established by 
Archway Programs regarding protected health information PHI. An employee who does 
not fulfill the responsibilities set out by such performance criteria, rules, procedures, and 
standards of conduct may be subject to disciplinary action. [HIPAA-XV] 
 
NON-RETALIATION POLICY                   
All Archway Programs workforce members and employees shall be allowed to freely 
discuss and raise questions to Archway Programs' managers, executives or to the 
appropriate personnel about situations they feel are in violation of HIPAA and other 
federal and state laws, Archway Programs' policies, and/or accreditation and regulatory 
requirements. 
 
All Archway Programs workforce members and employees have a personal obligation 
to report any activity that appears to violate HIPAA or other applicable laws, regulations, 
rules, policies, and procedures. 
 
Archway Programs shall not intimidate, threaten, coerce, discriminate against, or take 
any retaliatory action against employees raising such issues. [HIPAA-XVI] 

 
POLICY FOR PRIVACY COMPLAINTS                    
Any individual who believes his or her rights granted by the Health Insurance Portability 
and Accountability Act (HIPAA) Privacy regulations or any other state or federal laws 
dealing with privacy and confidentiality of health information have been violated may file 
a complaint regarding the alleged privacy violation.  [HIPAA-XVII] 
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Rules for Disclosure 
 
There are numerous situations in which the agency may disclose Patient Health 
Information in instances other that treatment, payment or health care operations. 
Regulations covering each of these exceptions are presented in the policies and 
procedures that follow. Program directors must refer situations that arise in these areas 
to their executive director who will consult with the chief operating officer prior to 
responding to such requests. 
 
POLICY FOR USES AND DISCLOSURES OF PROTECTED HEALTH INFORMATION 
BASED ON PATIENT AUTHORIZATION 
Release and disclosure of PHI for purposes other than TPO purposes must be done in 
compliance with specified requirements constituting a valid patient authorization. 
In order to use and disclose PHI one of the following circumstances must exist: 
 

1. The patient must have signed a Consent to Use and Disclose PHI for 
Treatment, Payment and Health Care Operations (TPO). An authorization 
shall be required for release of PHI to all health providers, except for referring 
physicians. Referring physicians (physicians requesting consults or specialty 
procedures) will not require an authorization prior to the disclosure of PHI 
back to the physician that originally referred the patient. 

 
2. The patient must have signed an Authorization to Release PHI for any non-

TPO use or disclosure; and 
 

3. PHI may be disclosed without a Consent or Authorization if law requires such 
disclosure. [HIPAA-XVIII] 

 
POLICY FOR USES AND DISCLOSURES OF HEALTH INFORMATION FOR 
FACILITY DIRECTORIES                    
Archway Programs may use and disclose PHI related to Facility Directories without the 
written consent or authorization to release the information from the individual. The 
individual must be informed in advance of the use or disclosure and have the 
opportunity to agree, prohibit, or restrict the disclosure. [HIPAA-XIX] 
 
POLICY FOR USES AND DISCLOSURES OF PROTECTED HEALTH INFORMATION 
FOR FUNDRAISING 
In general, a patient’s Protected Health Information (PHI) may not be used for 
fundraising purposes without specific authorization from the patient or the patient's 
representative. [HIPAA-XX] 
 
POLICY FOR USES AND DISCLOSURES OF PROTECTED HEALTH INFORMATION 
FOR HEALTH OVERSIGHT REPORTING                     
As a general rule, Archway Programs personnel may not disseminate PHI, unless it is 
requested by the individual to whom the PHI belongs, and a valid authorization has 
been obtained. However, Archway Programs may disclose PHI without an authorization 
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to a health oversight agency for oversight activities authorized by law, including audits; 
civil, administrative, or criminal investigations; inspections; licensure or disciplinary 
actions; civil, administrative, or criminal proceedings or actions; or other activities 
necessary for appropriate oversight of: 
 

1. The health care system; 
2. Government benefit programs for which health information is relevant to 

beneficiary eligibility; 
3. Entities subject to government regulatory programs for which health 

information is necessary for determining compliance with program standards; 
or 

4. Entities subject to civil rights laws for which health information is necessary 
for determining compliance. [HIPAA-XXI] 

 
POLICY FOR USES AND DISCLOSURES OF PROTECTED HEALTH 
INFORMATIONTO HEALTH AND HUMAN SERVICES (HHS)                     
As a general rule, Archway Programs employees and workforce members may not 
disseminate PHI, unless it is requested by the individual to whom the PHI belongs, and 
a valid authorization has been obtained. However, an exception will be granted for PHI 
used or disclosed to Health and Human Services (HHS), if necessary to determine 
whether Archway Programs is in compliance with the HIPAA Privacy Standards. 
[HIPAA-XXII] 
 
POLICY FOR USES AND DISCLOSURES OF PROTECTED HEALTH INFORMATION 
FOR JUDICIAL OR ADMINISTRATIVE PROCEEDINGS                     
As a general rule, Archway Programs personnel may not disseminate PHI without 
authorization, unless it is requested by the individual to whom the PHI belongs, and a 
valid authorization has been obtained. However, PHI may be used or disclosed for 
judicial or administrative proceedings if the use or disclosure is made in response to a 
court order, administrative tribunal order, subpoena, discovery request, or other lawful 
process. [HIPAA-XXIII] 
 
POLICY FOR USES AND DISCLOSURES OF PROTECTED HEALTH INFORMATION 
FOR MARKETING                    
Archway Programs' employees and workforce members may not disclose, use, sell or 
coerce an individual to consent to the disclosure, use, or sale of PHI for marketing 
purposes without the consent or authorization of the patient or representative who is the 
subject of the PHI. This prohibition includes the disclosure, use or selling of prescription 
drug patterns. [HIPAA-XXIV] 
 
POLICY FOR USES AND DISCLOSURES OF PROTECTED HEALTH INFORMATION 
FOR PUBLIC HEALTH & SAFETY 
Archway Programs may disclose PHI without a patient authorization: 

1. For reporting of abuse, neglect or domestic violence; 
2. to avert a serious and imminent threat to the health or safety of a person or 

the public; 
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3. to law enforcement officials for law enforcement purposes; and 
       when allowed by law. [HIPAA-XXV] 
 
POLICY FOR USES AND DISCLOSURES OF PROTECTED HEALTH INFORMATION 
FOR PERSONAL REPRESENTATIVES, MINORS AND DECEASED INDIVIDUALS                     
As a general rule, minors, incapacitated and deceased individuals must have a personal 
representative identified in order to provide consent or authorization to use and disclose 
PHI. For the purposes of this policy, Archway Programs must recognize a personal 
representative as the individual responsible for providing: 
 

1. HIPAA consent. See General Policy on Uses and Disclosures of PHI), and 
2. Authorization for any other use and disclosure of PHI. See Uses and 

Disclosures of PHI Based on Patient Authorization Policy). 
 
However, Archway Programs does not have to recognize a personal representative as 
the individual if the personal representative is suspected of abusing, neglecting or 
endangering the individual as specified below. [HIPAA-XXVI] 
 
POLICY FOR USES AND DISCLOSURES OF PROTECTED HEALTH INFORMATION 
FOR SPECIALIZED GOVERNMENT FUNCTIONS   
As a general rule, Archway Programs employees and workforce members may not 
disseminate PHI, unless it is requested by the individual to whom the PHI belongs, and 
a valid authorization has been obtained. However, PHI may be used or disclosed 
without authorization for specialized government functions. [HIPAA-XXVII] 
 

POLICY FOR USE & DISCLOSURE OF PROTECTED HEALTH INFORMATION 

AFTER PATIENT DEATH 

Archway Programs employees and workforce members shall not disseminate PHI, 
unless an individual whom has authority to request the information has requested it, and 
a valid authorization from the individual is on file. The only two exceptions to this are: 
 

1. PHI may be used or disclosed to coroners, medical examiners, or funeral 
directors, and 

2. PHI may also be used or disclosed for organ procurement purposes, to organ 
procurement organizations or similar entities. [HIPAA-XXVII] 

 
POLICY FOR USES AND DISCLOSURES OF PROTECTED HEALTH INFORMATION 
TO FAMILY AND FRIENDS OF PATIENTS      
Archway Programs may disclose to a family member, other relative, a close personal 
friend of the individual, or any other person identified by the individual, the PHI directly 
relevant to such person’s involvement with the individual’s care or payment related to 
the individual’s health care. 
 
Archway Programs may use or disclose PHI to notify or to assist in the notification of a 
family member, a personal representative of the individual, or another person 
responsible for the care of the individual of the individual’s location, general condition, or 
death. Archway Programs can also use and disclose PHI in these circumstances for 
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identifying or locating the types of persons mentioned above. In order for Archway 
Programs to use or disclose PHI for these purposes, the individual’s presence is a 
determining factor. The following processes outline how Archway Programs may use 
and disclose PHI for these purposes. [HIPAA-XXIX] 
 
POLICY FOR USES AND DISCLOSURES OF PROTECTED HEALTH INFORMATION 
FOR DISASTER RELIEF PURPOSES 
Archway Programs may use or disclose PHI to a public or private entity authorized by 
law or by its charter to assist in disaster relief efforts, for the purposes of coordinating 
with such entities. This applies to such uses and disclosures that Archway Programs, in 
the exercise of professional judgment, determines not to interfere with the ability of 
public and private entities authorized by law to respond to the emergency 
circumstances. [HIPAA-XXX] 
 

EXCEPTIONS 
 
The CEO must approve all exceptions to this policy. 
 
 
Policy Date: To be approved 


